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ABSTRACT

Background: The pharmaceutical industry faces major challenges related to counterfeit medicines, lack of supply chain transparency;,
inefficient data management, and fragmented healthcare information systems. Counterfeit drugs pose serious risks to patient safety
and compromise the integrity of pharmaceutical distribution networks. Emerging digital technologies such as blockchain and artificial
intelligence (Al) have gained increasing attention as potential solutions for improving security, traceability, and transparency in
pharmaceutical and healthcare systems. Objective: This review aims to examine the role of blockchain technology and its integration
with artificial intelligence in strengthening pharmaceutical supply chain security and enhancing healthcare data management.
Methods: A literature review was conducted using peer-reviewed publications from 2017 to September 2023. The Scopus database
was primarily used to identify relevant studies addressing blockchain applications in pharmaceutical supply chains, healthcare
systems, and Al-driven technologies. A total of 353 publications were initially identified, and approximately 121 relevant articles were
selected for detailed analysis. Results: The review indicates that blockchain technology provides a decentralized and immutable
framework for recording and verifying transactions across pharmaceutical supply chains. Blockchain-based systems enable improved
drug serialization, product authentication, and real-time traceability, which can help prevent counterfeit medicines from entering the
market. In healthcare, blockchain facilitates secure management of electronic health records, supports clinical trial transparency, and
enables reliable patient monitoring. The integration of blockchain with artificial intelligence and Internet of Things (1oT) technologies
further enhances data analysis, predictive monitoring, and healthcare decision-making. Conclusion: Blockchain technology has
significant potential to improve transparency, security, and efficiency in pharmaceutical supply chains and healthcare systems.
Although challenges such as scalability, regulatory issues, and system interoperability remain, continued technological development
and collaborative efforts may enable broader adoption of blockchain-enabled healthcare ecosystems.
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rate exceeding 8% [4]. Similarly, global medicine spending is

lockchain is a distributed ledger technology
Bintroduced by Satoshi Nakamoto in 2008 as the

foundational infrastructure for Bitcoin [1]. It enables
secure, tamper-resistant data recording by organizing
transactions into cryptographically linked blocks validated
through consensus mechanisms, eliminating reliance on
centralized authorities [2]. In healthcare and pharmaceutical
contexts, permissioned blockchain systems allow controlled
access to sensitive data while maintaining data integrity and
privacy [3]. The pharmaceutical industry is one of the largest
and fastest-growing sectors globally. Recent estimates indicate
that the global pharmaceutical market reached approximately
USD 1.81 trillion in 2025 and is projected to grow to USD
3.12 trillion by 2032, reflecting a compound annual growth

Access this article online

Quick Response Code

Received — 26™ March 2026
Initial Review — 271 March 2026
Accepted — 09" April 2026

expected to surpass USD 1.6-1.9 trillion in the coming years,
driven by increasing demand for innovative therapies and
expanding healthcare access [5,6]. Healthcare expenditure has
also risen significantly, reaching nearly USD 9.8 trillion
worldwide, representing approximately 10% of global GDP

[7].

Within OECD countries, pharmaceutical spending
constitutes a substantial portion of healthcare costs, with
prescription medicines accounting for a major share of total
expenditure [8]. These trends highlight the growing economic
burden on healthcare systems and the urgent need for efficient,
transparent, and secure pharmaceutical supply chains. Despite
this growth, the pharmaceutical sector faces critical
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challenges, particularly the proliferation of counterfeit and
substandard medicines. According to the World Health
Organization, approximately 1 in 10 medical products in low-
and middle-income countries are falsified or substandard, with
prevalence rates exceeding 30% in some regions [9]. The
global counterfeit pharmaceutical market is estimated to
generate between USD 65 billion and USD 200 billion
annually [10]. More broadly, counterfeit goods account for
approximately USD 467 billion in global trade, representing
about 2.3% of total imports worldwide [11].

These counterfeit medicines pose serious risks to patient
safety, undermine trust in healthcare systems, and result in
substantial economic losses. To address these challenges,
emerging digital technologies such as blockchain and artificial
intelligence (Al) are being increasingly explored. Blockchain
enhances supply chain transparency, traceability, and data
integrity, while Al enables advanced data analytics, predictive
modeling, and decision support. The integration of these
technologies offers a synergistic approach to improving
pharmaceutical supply chain security and healthcare data
management.

METHODOLOGY

This study is a narrative literature review aimed at
synthesizing existing research on the application of blockchain
technology and its integration with artificial intelligence in
pharmaceutical supply chains and healthcare systems. A
comprehensive literature search was conducted using the
Scopus database to identify relevant studies published
between January 2017 and September 2023. The search
strategy included keyword combinations such as “blockchain
AND pharmaceutical supply chain,” “blockchain AND
healthcare,” “blockchain AND drug traceability,” “artificial
intelligence AND blockchain healthcare,” and “blockchain
AND clinical trials,” with Boolean operators (AND, OR)
applied to refine the results. Studies were selected based on
their relevance to the research topic, focusing on peer-
reviewed journal articles and conference papers published in
English that addressed blockchain applications in
pharmaceutical or healthcare contexts, including Al
integration.

Non-English publications, editorials, commentaries, and
studies not directly related to the research scope were
excluded. The selection process involved screening titles and
abstracts followed by full-text evaluation to ensure relevance
and quality. A total of 353 records were initially identified, of
which 121 articles were considered relevant and included in
the final analysis.

The study was guided by the following research questions:

RQ1: What is the current state of research in blockchain and
Al integration?

RQ2: Which industries benefit most from combining
blockchain and artificial intelligence?

RQ3: How can blockchain and Al technologies be effectively
integrated?

RQ4: What challenges arise when integrating these
technologies? [11]

Blockchain Architecture for Pharmaceutical Systems

To improve transparency and efficiency within pharmaceutical
supply chains, blockchain-based architectures have been
proposed. These systems can enhance product recall
procedures and reduce the time required to identify defective
pharmaceutical products.

Product recalls typically involve multiple decision-making
processes and corrective actions, including Corrective and
Preventive Action (CAPA) procedures. Several stakeholders
are involved in these processes, including manufacturers,
regulatory authorities, and consumers.

The proposed blockchain architecture integrates four
primary data sources to enable efficient and secure
pharmaceutical supply chain management. These include
Centralized Database Management Systems (CDMS), which
store structured data in traditional centralized repositories;
Distributed Database Management Systems (DDMS), which
allow data sharing across multiple interconnected nodes; and
Blockchain Database Management Systems (BDMS), which
provide a decentralized, immutable ledger for secure
transaction recording. In addition, real-time data collection
systems, such as Internet of Things (IoT) devices, sensors,
RFID tags, and QR codes, continuously capture and transmit
supply chain information. The integration of these data
sources ensures comprehensive data visibility, enhances
traceability, and supports reliable decision-making across
pharmaceutical supply networks [12].

Data collected from these devices are transmitted to a
smart gateway that processes and harmonizes the raw
information before transferring it to the blockchain network.
The perception layer collects environmental and product data,
which are then processed by the Component Based on Smart
Contract (CBSC) module.

The blockchain network layer contains technologies such
as cryptographic  security mechanisms, decentralized
applications (DApps), and consensus protocols [13]. Smart
contracts allow data to be transferred securely from supply
chain participants to the blockchain ledger.

The consensus mechanism ensures that all network
participants agree on the validity of recorded transactions.
Unlike centralized systems, decentralized applications operate
across distributed networks, ensuring transparency and
preventing data modification.
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The application layer includes enterprise systems such as
Supply Chain Management Systems (SCMS), Logistics
Management Systems (LMS), Enterprise Resource Planning
(ERP) software, and quality monitoring systems such as Out-
of-Specification (OOS) and Out-of-Trend (OOT) monitoring
systems [14-17].

Enforcement of Anti-Counterfeiting Measures

Distributed ledger technology offers significant potential for
improving anti-counterfeiting initiatives in the pharmaceutical
industry. Blockchain traceability systems allow regulatory
authorities and customs agencies to verify the authenticity of
pharmaceutical products more effectively.

Brand owners can register security features of legitimate
pharmaceutical products within  blockchain  networks.
Customs authorities can then verify these features using
scanning  technologies  when inspecting  shipments.
Technologies implemented under regulatory frameworks such
as the Falsified Medicines Directive (FMD) and the Drug
Supply Chain Security Act (DSCSA) allow rapid verification
of pharmaceutical products at multiple supply chain
checkpoints [2].

Blockchain systems also allow consumers to verify
product authenticity using digital identifiers such as QR codes.
As online pharmaceutical sales continue to increase, such
verification systems are becoming increasingly important for
protecting patients from counterfeit drugs.

Serialization in Pharmaceutical Supply Chains

To prevent counterfeit drugs from entering legitimate
pharmaceutical distribution channels, regulatory authorities
have introduced strict serialization requirements. For example,
the European Union Directive 2011/62/EU requires
pharmaceutical manufacturers to implement safety features
that allow product verification throughout the supply chain.
Serialization involves assigning a unique identification code to
each pharmaceutical package. This unique identifier enables
supply chain participants to track the product from
manufacturing to distribution [18-20].

During the packaging process, pharmaceutical products are
assigned unique codes that comply with regulatory standards
specific to each country. Enterprise Resource Planning (ERP)
systems coordinate the packaging process and ensure that
identification codes are correctly applied.

Vision inspection systems verify that identifiers are printed
correctly on packaging materials. These systems record the
number of units within each shipment and generate a
hierarchical matrix list containing packaging information.
During batch release, serialization data are transmitted to
regulatory authorities and stored within serialization software
databases for long-term traceability.

Blockchain Enhancement

Blockchain technology enhances serialization systems by
providing a decentralized and tamper-resistant ledger for
storing pharmaceutical product data. Unlike traditional
centralized systems, blockchain networks maintain shared
records accessible to authorized participants.

Several technology companies have developed enterprise
blockchain platforms for supply chain applications, including
IBM Watson, SAP Leonardo, and DNV-GL solutions [21,22].
Smart contracts represent one of the most promising
applications of blockchain technology. These automated
digital agreements allow stakeholders to conduct transactions
without intermediaries [23,24].

In pharmaceutical supply chains, serialization data can be
encrypted and stored on blockchain networks. This ensures
that product traceability information remains secure and
permanently accessible to supply chain participants.

Applications of Blockchain Technology in Healthcare and
Pharmaceutical Systems

Blockchain technology has attracted significant attention in
healthcare and pharmaceutical research due to its ability to
provide secure, transparent, and tamper-resistant data
management. Several practical applications of blockchain
have been proposed to address challenges related to data
security, interoperability, patient monitoring, and clinical
research. The following sections highlight key applications of
blockchain technology in healthcare and pharmaceutical
systems.

1. Sequential Management of Patient Data

During clinical investigations and routine healthcare
processes, a large amount of patient-related data is generated.
This includes diagnostic reports, medical examinations,
laboratory test results, treatment records, and health
assessments. Managing such data securely while maintaining
accessibility for authorized users is a major challenge.

Blockchain technology can be used to record patient data
sequentially in a distributed ledger, ensuring that all medical
information remains immutable and verifiable. Healthcare
professionals can confirm the authenticity of stored data by
comparing the  blockchain  records  with  original
documentation. Blockchain also integrates with existing
security frameworks such as cryptographic data-sharing
mechanisms, ensuring secure access to patient information.

During the patient registration process, healthcare
providers record information such as personal identification,
date of birth, diagnosis, treatment history, and mobility
records in electronic medical systems. Traditionally, this data
is stored in centralized databases or cloud systems; however,
blockchain-based solutions provide improved security and
integrity for managing such records [25-28].
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2. Evaluation of Medical Treatment Outcomes

Blockchain technology can support pharmaceutical companies
and healthcare providers in collecting and analyzing real-time
health data. Through decentralized data platforms, medical
information can be securely recorded and shared among
authorized stakeholders.

Drug manufacturers may use blockchain-enabled digital
platforms to collect patient feedback and treatment outcomes
directly. This allows pharmacists and healthcare professionals
to guide patients more effectively regarding medication usage
and treatment adherence.

Furthermore, sensor-based monitoring systems integrated
with blockchain can provide real-time alerts to healthcare
providers when abnormalities occur. This enables faster
clinical responses and improved patient care. Reliable and
verified clinical data can also assist researchers in evaluating
treatment effectiveness across larger patient populations,
leading to more accurate conclusions regarding therapeutic
outcomes [29-32].

3. Data Validation and Integrity

In blockchain-based healthcare systems, every transaction or
data entry is automatically validated through distributed
consensus mechanisms. Once data are verified, encrypted, and
stored on the blockchain, they cannot be altered without
network consensus.

This capability ensures the integrity and reliability of
medical information stored in the system. Pharmaceutical
companies, research institutions, and healthcare providers are
increasingly exploring blockchain-based solutions to enhance
data reliability and transparency in clinical and operational
processes. As a result, blockchain technology has the potential
to significantly improve trust in healthcare data management
systems [33-37].

4. Accountability and Data Security

Blockchain technology enhances accountability within
healthcare ecosystems by providing transparent and traceable
records of all data transactions. Healthcare professionals can
access verified patient data without compromising privacy,
allowing them to focus more on clinical care.

Secure data sharing between healthcare providers, research
organizations, and pharmaceutical companies can facilitate
improved diagnosis, treatment planning, and clinical research.
Additionally, blockchain-based systems can support studies on
rare diseases by enabling secure and efficient collaboration
among global healthcare institutions.

By enabling secure and decentralized data exchange,
blockchain platforms help healthcare organizations maintain
transparency while preserving patient confidentiality and data
integrity [38-41].

5. Management of Medical Records

One of the most promising applications of blockchain in
healthcare is the management of electronic health records
(EHRs). Blockchain systems can be used to store, transmit,
and manage patient medical records across multiple healthcare
providers.

Patients can upload their medical data to blockchain
networks through secure applications, allowing healthcare
providers to access comprehensive medical histories when
needed. Smart contracts integrated into blockchain systems
also enable interaction between medical sensors, monitoring
devices, and healthcare databases.

Currently, patient medical records are often fragmented
across multiple healthcare institutions. Blockchain technology
can integrate these records into a unified system while
maintaining patient control over data access. This integrated
approach allows physicians to obtain a more comprehensive
understanding of patient health conditions and improve
treatment decisions while ensuring data authenticity and
privacy protection [42-46].

6. Clinical Trial Management

Blockchain technology can address several challenges
associated with clinical trials, including data fragmentation,
data manipulation, and lack of transparency. By storing
clinical trial data on a decentralized ledger, blockchain ensures
that all research records remain tamper-resistant and
verifiable.

Researchers can record experimental procedures, study
protocols, and results on the blockchain to ensure transparency
and credibility. This approach reduces the risk of selective
reporting or manipulation of clinical trial outcomes.

Additionally, blockchain can support pharmaceutical
supply chain monitoring during clinical trials by tracking drug
distribution from manufacturers to research participants. Such
capabilities enhance the reliability of clinical research and
improve trust among stakeholders involved in medical studies
[47-50].

7. Detection of Fraudulent Information

Blockchain technology improves transparency in healthcare
data management and helps detect fraudulent activities. In
clinical research, blockchain can ensure that research
protocols, experimental procedures, and results remain
publicly verifiable.

Smart contracts can be used to automatically enforce
research guidelines and regulatory requirements during
clinical trials. This ensures that research activities follow
predefined standards and that all recorded information remains
accurate and trustworthy.

Furthermore, blockchain-based platforms allow patients
and regulatory authorities to monitor clinical research
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activities more effectively. By providing secure access to
medical data, blockchain systems empower patients to
maintain greater control over their health information [51-55].

8. Reduction of Administrative Costs

Blockchain technology can significantly reduce administrative
overhead in healthcare systems by eliminating redundant
processes and intermediaries involved in data verification and
record management.

Traditional healthcare systems often rely on multiple
intermediaries to manage and validate medical records.
Blockchain enables direct and secure data exchange between
authorized participants, reducing operational complexity and
associated costs.

Healthcare providers can access summarized patient
medical histories directly from the blockchain network,
allowing faster diagnosis and treatment planning. In addition,
blockchain can address issues such as medical record theft,
data inconsistencies, and system failures, ultimately
improving overall healthcare efficiency [56-59].

9. Patient Monitoring

Blockchain-based healthcare systems can support real-time
patient monitoring through integration with Internet of Things
(10T) devices and medical sensors. These technologies enable
healthcare providers to remotely monitor patient health
conditions and respond quickly to medical emergencies.

Blockchain networks ensure the integrity of collected data
while improving supply chain transparency for medical
equipment and pharmaceuticals. Additionally, blockchain
platforms can facilitate secure digital identity verification for
healthcare providers and institutions.

Through improved monitoring of healthcare resources
such as hospital beds, medical supplies, and environmental
conditions, blockchain systems can enhance the efficiency and
responsiveness of healthcare delivery systems [60-63].

10. Support for Research Collaboration

Blockchain technology can provide a reliable and transparent
infrastructure for medical research collaboration. Researchers
can securely share anonymized patient data across institutions
without compromising patient privacy.

By facilitating secure data exchange, blockchain
encourages collaborative research initiatives that can
accelerate scientific discovery and innovation in healthcare. A
broader exchange of clinical findings can lead to improved
treatment strategies and stronger partnerships between
researchers and healthcare organizations.

Blockchain systems may also support patient referral
management by securely recording treatment plans and
healthcare interactions within distributed ledgers [64—67].

11. Enhanced Security in Pharmaceutical Systems

Blockchain  technology = improves  security  across
pharmaceutical supply chains by ensuring drug provenance
and authenticity. Secure blockchain records help prevent
counterfeit pharmaceutical products from entering the
healthcare system.

Through improved interoperability and secure data
sharing, healthcare professionals can access accurate medical
information to support diagnosis and treatment decisions.
Blockchain also enables centralized yet secure storage of
healthcare data while maintaining decentralized verification
mechanisms.

By strengthening  pharmaceutical ~ supply  chain
transparency, blockchain technology ultimately contributes to
improved patient safety and trust in healthcare systems [68—
72].

12. Reduction in Data Transmission Time and Cost

Blockchain-based networks can reduce the time and cost
associated with data transmission across healthcare systems.
Distributed ledger technology enables efficient verification of
healthcare credentials and secure transfer of patient
information.

Blockchain also ensures confidentiality and protection of
patient records through cryptographic mechanisms. These
capabilities enable healthcare organizations to develop secure
data-sharing networks that are both cost-effective and reliable.

In blockchain systems, every transaction is recorded with a
timestamp and validated by multiple nodes in the network.
This distributed approach ensures the authenticity of stored
information while facilitating faster and more efficient
healthcare data management [73-77].

LIMITATIONS

This narrative review has several limitations. The literature
search was limited to the Scopus database, which may have
excluded relevant studies from other sources such as PubMed
and Web of Science. Most included studies are conceptual or
pilot-based, with limited real-world clinical validation of
blockchain and artificial intelligence applications. In addition,
heterogeneity in study designs, technologies, and application
areas limits direct comparison and generalizability.
Furthermore, the rapid evolution of blockchain and Al may
render some findings outdated. Future research should focus
on large-scale implementation, standardized frameworks, and
empirical validation.

CONCLUSION

Blockchain technology represents a powerful digital
innovation capable of transforming pharmaceutical supply
chains and healthcare systems. Its decentralized architecture
provides enhanced transparency, security, and traceability for
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pharmaceutical product distribution. By enabling secure data
sharing among stakeholders, blockchain systems can
significantly reduce the risk of counterfeit medicines entering
global markets. Integration with artificial intelligence and loT
technologies further enhances the potential of blockchain
applications by enabling real-time monitoring, predictive
analysis, and automated verification of healthcare data.

Although blockchain technology offers numerous benefits,
challenges such as scalability limitations, regulatory concerns,
and system interoperability must be addressed before large-
scale implementation becomes feasible. Future research
should focus on developing scalable blockchain architectures,
improving integration with emerging digital technologies, and
establishing regulatory frameworks that support secure and
efficient blockchain adoption within healthcare environments.
Overall, blockchain technology has the potential to
significantly improve pharmaceutical supply chain security,
enhance healthcare data management, and contribute to safer
and more efficient healthcare systems worldwide.
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